© MALTEGO

THE WORLD’S MOST
USED ALL-IN-ONE
INVESTIGATION

For Cyber Investigations

of All Level

« Non-Technical Investigators
+ Trained OSINT Analysts

« Technical Investigators

PLATFORM

i) MONITOR

E) SEARCH

) GRAPH

B EVIDENCE

Social Network Harvester

Real-time monitoring and
Al-powered sentiment
analysis of potential and
ongoing public safety
disruptions, leveraging
large-scale, automatic
OSINT aggregation from
social media and news
sources.

CASES

Run simple searches for
quick OSINT investigations
and create person of
interest profiles in the
browser and across
devices.

ADMIN

Conduct complex link
analysis to uncover
connections in large
datasets and map
evidence to chronological
timeline and geographical
locations.

[ pata

Intuitive, court-ready
social media evidence
collection, preservation,
and cross-network data
validation of text and
visual intelligence, with
built-in sock puppet
infrastructure for
operational security.

M. AcADEMY

Cloud-based case
management for clear
documentation of
investigation progress
and access-based
collaboration.

Audit and analyze your
organization’s Maltego
usage, billing, and access
authorization.

Get all essential intelligence at one
place to track down criminals online

within minutes.

Access to over 120 data
providers with over
12,000 search methods
into cyber threat
intelligence, social media,
dark web, crypto, breach,
corporate, and more data
sources, with integration
of internal data into
Maltego’s normalized
data ontology.

On-demand learning paths,
OSINT Masterclasses
with industry experts,
and personalized sessions
with our training specialists
on Maltego Academy.

Secur|Ty

made

Germany

Schedule a personalized demo

at www.maltego.com ISO 27001:2022 Certified.
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) MONITOR

Real-time

social media ==
monitoring

& Al-powered
sentiment
analysis for
public safety
disruptions.

REAL-TIME Real-Time Data Al-Assisted Analytics
I N SIG HTS Real-time insights from major Al-assisted analytics to make sense
- social media and online sources of live data at scale through entity
I N FO RI\II E D like X, Facebook, Instagram, extraction, image recognition, video
Snapchat, TikTok, Telegram, transcription, and sentiment analysis.

RESPONSE. e more

Easy-to-Use Interface Collaboration & Sharing

Intuitive search and monitoring Shareable live dashboards,
interfaces with pre-default automated alerts, and built-in
building blocks to customize your reporting features to enable
dashboards based on locations, cross-collaboration and insights
keywords, and accounts. sharing.

STAY EVENT AND REGION-FOCSUED MAXIMIZE THE POWER OF OSINT
Set up customized monitoring Monitor real-time happenings
dashboards for specific events, and sentiments across multiple
regions, topics, and occasions. social media platforms and

news sources.

Keep the public safe with “A big advantage of PublicSonar is that is easy to implement

real-time OSINT! into our daily operational workflow and, once set up for a
specific event, you can resume other tasks while kept in the
loop by PublicSonar.”

Schedule a personalized demo
at www.maltego.com Commander of Team Intelligence Coordination from

Regional Intelligence Organization (DRIO) Rotterdam


https://www.maltego.com/get-a-demo/?target=le
https://www.maltego.com/get-a-demo/?target=le

E) SEARCH

® MALTEGO

jane.doe

TAP INTO ALL
THE DATA YOU
NEED FOR
CRIMINAL

INVESTIGATIONS.

Be 12x faster with your
investigations!

Schedule a personalized demo
at www.maltego.com

Over 1 BN Online
Identities

Connect anonymous data like phone

numbers, email addresses, and
aliases to real identities.

Over 200 Social Media
Platforms

Search and profile social media
activities across mainstream and
niche social networks.

FOCUS ON CASES THAT MATTER

Empower non-technical teams
to take on preliminary OSINT
searches, while keeping your
technical experts on complex
investigations.
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Conduct
criminal
investigations
in under

10 seconds.
Anywhere
you go.

Over 1 TB of

Breached Data

Search over 1 TB of publicly available
breached data and dark web

intelligence for information
like account passwords.

Billions of Website Records
from Whois Database
Search from the Whois database for

all relevant website and domain
registry information.

CLEAR DATA LINEAGE & OPSEC

Ensure the integrity of your data
sources with clear connections

and the identity security of your
investigation teams.

“Before Maltego, we were only able to manually look into
Facebook and Google suspects. With Maltego, we are
generating full profiles of our suspects within minutes.
What used to take months to solve is now a matter of days.
It is a game changer for our OSINT investigations.”

Team Lead of OSINT Investigations from European LEA


https://www.maltego.com/get-a-demo/?target=le
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Uncover
hidden
connections
in large
datasets
intuitively.
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Simple User Interface e : = £ CONNECTIONS VISUALLY

Centralizing all intelligence N1 g : | B e ml.osht corgp(ljex g.:;aph'
athering and analysis for B\ @ C you can spotiight and identity

9 . . L. SN T n e data connections and patterns in

B Ivestgaeis, ®lala L e an intuitive and holistic way.

120+ SEAMLESS DATA

INTEGRATIONS

Growing Collection of Data
Whether it is OSINT, external
intelligence feeds, or internal
databases, you can query and
analyze all your data in one place.

Equipping your team with the
most relevant data at all times,
out-of-the-box.

Tmn : : AUTOMATE REPETITIVE
Data Points on One Graph T STEPS

Designed to spot patterns and il LS TR Easily set up automations to
connections in large-scale, b e e standardize and accelerate your
advanced data link analysis. IR LA investigation processes.

Accelerate,analyfls from “Maltego Graph is the first tool I'd install on any researcher’s
hours to minutes! laptop, and the first | open every time I'm starting a new
investigation.”

Schedule a personalized demo Robert McArdle from Trend Micro
at www.maltego.com


https://www.maltego.com/get-a-demo/?target=le
https://www.maltego.com/get-a-demo/?target=le
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Standardize your evidence

collection now!

COLLECT

Every piece of information such
as public contact lists, group
members, timeline of interactions,
text, visuals, locations, and
videos.

ANALYZE

Identify and discover user ID,
relevant profiles, mutual
connections, and communities
through full-text search and
analysis dashboard.

VISUALIZE

Built-in social network
visualization to showcase profile
connections and geographical
locations and generate court-
proof reports.
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Court-ready
social media
evidence
collection,
preservation,
and
validation.

SOCMINT

Evidence Collection in Minutes

Automatically collect and
store social media data of
your target profiles locally.

STANDARD

For Social Media Cases

Establish one standard for
evidence collection and storing
for all social media cases.

DARK SOCIAL

Access while Staying Secure

Get insights from closed
groups and exclusive
communities using built-in
sock puppets.

“If the subject has a long list of followers, Maltego Evidence

is an excellent tool to collect, filter, and report nicely. | liked
the 'mutual friends' feature, which could be critical.”

Schedule a personalized demo

at www.maltego.com

Internet Investigator from Swiss Police


https://www.maltego.com/get-a-demo/?target=le
https://www.maltego.com/get-a-demo/?target=le
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© cases

All ca

< jm Bitcoin X2 Case
Investigations  Report builder

NAME v

I‘\_—I Entities
Viewed 1 second ago

TYPE

Bitcoin glitch 241
Viewed 2 days ago
Essex affair
Viewed 12 hours ag

Leak-conti

Viewed 4 hours ago

ENSURING
OPERATIONAL
EXCELLENCE OF
YOUR TEAMS.

M. AcADEMY

Get all essential intelligence at
one place to track down
criminals online within minutes.

Schedule a personalized demo
at www.maltego.com

Maltego Workspace

Il

o SHARE | 4 NEW

Secure Central Case
Storage

Securely store your investigations
and cases in a centralized place for

cross-collaboration and avoid losing
any data and progress.

Central and Intuitive
Admin Dashboard

Easy-to-use interface to manage user
access assignment, authorization,
billing, and all necessary admin work.
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Maltego Cases

Store and collect all your
investigations in one place.
Cross-correlate all analysis
and data in one format.

Maltego Admin

Audit and analyze your
organization’s Maltego
usage, billing, and access
authorization.

Access-Based User
Management

Easily define users’ access, visibility,
and editing rights for the cases,
products, and subscriptions of the
team and organization.

Stay Compliant for Security
and Internal Policy

Set up and manage your Maltego
deployment the way it should be
under your organization's policies.

TAILORED TRAINING TO UPSKILL YOUR TEAM

Access to Enterprise-grade on-demand learning paths, OSINT
Masterclasses with industry experts, and personalized sessions with
our training specialists on Maltego Academy.

“Before Maltego, we were only able to manually look into
Facebook and Google suspects. With Maltego, we are generating
full profiles of our suspects within minutes. What used to take
months to solve is now a matter of days. It is a game changer for

our OSINT investigations.”

Team Lead of OSINT Investigations from European LEA


https://www.maltego.com/get-a-demo/?target=le
https://www.maltego.com/get-a-demo/?target=le

